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= Und was treibt den

Lehrstuhl fiir IT-Sicherheit mit
Schwerpunkt auf praktischen
Sicherheitsmethoden und —systemen

am KIT nun eigentlich an?
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Willkommen im neuen Millenium!
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Zugang: Art und Reichweite Heute ﬂ(".
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1: Zentrale globaler Dienstanbieter
2: Globaler Zugang uUber das Internet
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Konvergenz und Segmentierung

= Web-Anfragen konvergieren auf die Seiten von 6 Firmen
" Erfolg basierend auf starker Personalisierung

= Meinungsbildung konvergiert auf grol3e Anbieter

= Facebook: 1.94 Mrd Nutzer
= Twitter, Google+, reddit

" Transparente Einbindung Dritter
" Hosting, Clouds
= Content Delivery Networks
= Analytics

[Nielsen]
[Datanyze]

MARKET SHARE CATEGORY

Analytics and
Tracking

NUMBER OF TECHS

144

MARKET SPACE

Germany

TOP 10 TECHNOLOGIES

1. Google Analytics

2. Google Universal
Analytics

3. Piwik

4. Yandex Metrica

5. Livelnternet.ru

6. Etracker

7. Quantcast

8. comScore

9. INFOnline

10. Hotjar

See the other 134
technologies
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Google Analytics

330,796



(lmbtag’lﬂm Anmelden | Registrieren

kitkarlsruhe

. . N AT
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m KO mme nta re Karlsruhe Institute of Technology (KIT), Germany.
G Fu p pe n, The Research University in the Helmholtz Association.
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Beobacht- und Ableitbare Informationen

o a
= Kommuni
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. 8 Ort gE 758 11,9k 512
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= Gesichtserkennungsmodelle Soziodemographg
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= Private Details eschiec X Sl
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\ [AGOF]




| onen  NI([
droht: Beobacht- und Ableitbare Information ﬂ
Bedront:

Michal Kosinski™™, payig Stillwell®, and Thore Graepel®

"Free School Lane, The Prychometrics Canre, University of Comtejege, Cambridge Ch2 38 Uniteq Kingdom; and "Microgofy Ressarch, Cambridge oy 258,
United Kingdom

Edited by Kennetn Wachter, University of California, Berkelay, ca, ang 2PProved February 12, 2013 received for review Octpper 29, 201

We show that aasly accessible Jiaital records of behaviar, Facebook browsinglogs (11-15 )- Simmilarly, it ha by, shown th;
Likes, can be useq 0 automaticaliy anyg accurately pradict 5 fange  canbe Predicted based on ¢, " Persomal Web sites (1,
of highly sensitive Personal attribygas Including: sexual orlenta. music cofl (17, Properties of Facebook ar Twitter profijes
tion, ethnicty, religious and pofitica views, Y Uaits,  such ag he aumber of friends o the density of frie ndship networks
intelligence, happiness, yse of addictive Substances, Parental sepg- (18-21), or | age used by their users (22), Funhm—mom loca-
fation, age, and gender. The analysis wﬁmkdishwduﬂadﬂaa tian withig 5 Friendship network at Facebook Was shown 10 be
of over 55,000 volunteers whe Provided thejr Facsbook Likes, predictive of sexya) onentation (23).
detailed demographic Profiles, and the resyis of several psychomey, This sty demonstrates the dey
i The i it igi

= Angegeben, explizit
= Frstellte Inhalte Gruppl

mmentare | , Sy
: gfrukturelle Interaktion (Kontakte, +1) Einfi

ty
)

We give exampies wfma‘niws(”ﬁwemaw
butes and Likes ang discuss. implications for online Personalization
and privacy,

social networks | ‘©mpytationa) Social sciance | madhing leaming |
big data | data i "9 | peychological assessment

o
Wir haben doch nichts zu R s, 3

thering in.-
b mediated by digital services ang devices. Such
a !

envimonment,
Presenied in Fig, 1 we selected traits
and attribuges that reveal how accurate angd Polentially intrusive
Such @ predictive analyss cu . including “sexyg) orientation, *
“ethnic origin,* “political views, “religion,” “personality,” i,
telligence,” “satistaction with fige» (SWL), substance use (“aloo-
bol,” “drugs,” “u‘garettes"j whether ap individual's parents
Stayed together unry the individual was 2Ly old” and basic de.
mographic attributes such g “ge,” “gender “relationship sta.
s, and “Size g density of he friendship Petwork.” Five Factor
Madet (%) personality scores (n = 54,373 ) were established using
the Internariona) Pcm:mliry Ttem i ire wi

behaviors can easily be recorded apg an,
soctal science (1) and new

,? djgh‘n NES, recommender g tems
Verbergen--- oo @), and targeten ot mm(_slﬁswmr,mgmd.:;uad

and yei this
t be predicted in s Sense from othey
ASpects of their lives thyy they do reveal. For cxanmiple, a major g
retall network used customer shopping records (1 predict preg.
nancies of jts female customers ang sendthem well-timed ap well-
targeted offors 16). In some
Vouchers for prenatal vigy,
welcome, bot j me, e.g.,
vealing for j ‘2gesting) 5 Pregnancy of ap Unmarried
Iy i thisis unaceeptable (7). As Sethor e MK and, N P
e Exampe shows, predicting pepenees e om0 im0 e S N
UCts, services, and fargeting can also lead fo dangerous invg. Confict of interest statammans; O5. received revenve s owner of the myPecsanaiity
005 of privacy, aoication
Predicting individual traits and attributcs base,

= Extrahiert .
[ rerens e delle HEEE
= Gesichtserkennungsmo = Extern et —————
= Private Details = Tracking in

e (27). Age (n =
05; 629
7,

027,
=975,

This article is 3 BMAS Dipace Subrmision,
Frosly avadabie anting chrough thy PNAS apan acces; option,

D138 dep08t0ns The oty reporey I his e hove b, degetg e yPerson.
Wty Projact database fomeey Myparsanallty.cogapiy),

[4] T1"n
[5] ht’15
[A]

KASTEL



AT

Kal Slul e Institute QI eCIIII (o]
0|
gy

United Nations

@ General Assembly

survei\\ance

The harms of
nd associati‘

expression a

ess\“e'-
unde’ |2 |
-que\\‘\g eV o\\l'“‘g \Notd
fillian York
Flectronic Frontier foundation H
uman Ri;
Wenq.ml;ldggiicnmm
Agenda item 3 on

p— ]
Promotion

and protectio!

n of all human ri;

right:

Freedom is the fveedum to sa¥ that two
make four if that is qmnred. all elsé ?‘ﬂiﬁm’ economi i
Geonse ORY induding the righ?:: ;J:Je‘;:d cultural rights
pment
On § June 2013, the washingteft Post Repo
Guardian 5imullaneeu\ puhﬁahed di pnfml‘;tt?f the Spe,
that woutd rock the 18 o, The documert £ opi ion and pr
by ex-National Security Agency (NSR) con of opinion and
ward Snowden: Wer ot the first disclos ex
the united States’ vast surveillance o Summary
have ar guably had the most impact:
Before \ast yean 3 areness of dig The present
\ance in the WS~ and ¥ deed, in much 16/4, analyses the i:"?"‘ =
was minimal- Disclosures made by} the human rights to plicanigy
od for an uptick it the impact of signifean 10
N the urgent need to ﬁ'f:m el
regulating these I"M";:S.i,s

Stems
s and
Prv:scmaluy"] M

of it
The knowledge: ot
ng surveilled an hav!
onducted by the W Gy
M:,',;:;'LTMM
actors

industty study ¢
Forum found that in high internet pe
wies, 2 jority of 1S ondents {

jitors Wwh

{hat “the gV i}
the \nternet.
nef
il

that the inter
oﬁlr\‘\nns,wh‘h 60.7

0fn
me time, only 5f
ing their

Ll
ace for expresst
ed that

{5

Son VT o
il s\

i
%)

[B-F]

KASTEL



Modellierung und Akteure

Publication

Communication
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Social Media
Analytics

Global Access

Service provider

Central provider

Source: T. Cutillo

Telecom

Over the Internet
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osungsklassen und Beit

Verstdndnis der Benutzung

Intentions-Erkennung
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Inhalt Geschutzt, also:

Nur Meta-Daten

,Facebook Mining” Angriffe m
%<8 L
>!/

S ?
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= Vorlesung 5/7 Semester (Studenten ohne ML-Erfahrung)

" Eingabedaten:
= Teilprofile
= Nachbarschaft

= Mit hoher Genauigkeit inferiert:
= Geschlecht
= Alter
= Bildungsstand
= Arbeitgeber-Treue

Sexuelle Praferenzen
Politische Einstellungen
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b Tracking Daty
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|[dentifizierbarkeit im Web Anomy iy On the Limits of

= Web-Tracking ist allgegenwartig

X/loc/code/site/ co —+—

x/-/lcode/site/ co —s—— |

x/-/cat/site/ o
X/-/-/si

X/-/~1-] o0 )

= Situation:
= Tracker behaupten Anonymisierung 08
= ,Oktett |6schen”: Generalisierung

= DS-GVO: Pseudonym # Anonym *§ al 1
04 |
= Studie 0.2 |

= Kooperation mit Industriepartner

= Umfassende Datenbanken (deutscher
Web-Markt, 2-3 Mrd Besuche pro Tag)

= Fragen:
= Entstehen pseudonyme Daten (Ausmald)
= Wie schnell ist ein Trace identifizierbar?

‘ 8 T T
identifiability

1 2 3 4 5 6 7 8 9 10
observed clicks
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PETs: Verteilung von Daten und Kontrolle ﬂ(".

Karlsruhe Institute fThIgy

= Dezentralisierung der Dienste

" Federated SNS __ N
diaspora

= DOSN

Sranffurter Allgemeine

)
]

ZEAN Deutscher Bundestag

= Social overlays/“darknets” TEP

[10]1CC 13 [13] INFOCOM ‘15
[11] Comm.Mag [14] INFOCOM ‘16 I'l
[12] INFOCOM ’13 [15] INFOCOM ’17
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Bewertung der Anonymisierung

= Vielzahl an Anonymisierungsnetzen
= TOR, AN.ON, DC, HORNET, Loopix, ZCash,...

(4

= Viele behaupten ,Sender-Anonymitdt®, einige
,Empfdanger-Anonymitdt”, einige , Transaktions-
Vertraulichkeit”

= Literatur kennt , Unlinkability”“, ,Unobservability”,

({4

,Pseudonymity”, , *-Anonymity”, ,Anonymity Sets”,
,Indistinguishability “
= Was bedeutet das nun alles?

= Studie
= Formalisierung von Anonymitat im Netz basierend auf
Spielen

= Berlcksichtigung beobachtbarer
Kommunikationseigenschaften

= Definition und Analyse unterschiedlicher Privacy-
Notions, sowie ihrer Abhangigkeiten
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Losungsklassen und Beitrage des Lehrstuhls ﬂ(".

Karlsruhe Institute of Technology

* Verstdndnis der Benutzung
* Intentions-Erkennung L ceTI I'l
* Benutzer-Unterstutzung

 Privacy-Analysen KASTEL
‘ 5G Lab ﬁHA

GERMANY '@

* Privacy-Enhancing Technologies
*  Anonymitats-Metriken/Analysen

*  Anonyme Kommunikation
*  Anonyme Dienste (F2F/Web)

* Praktische/Netzsicherheit
*  SDN/NFV-Absicherung
* Netzisolation/VPN-Sicherung
* Denial-of-Service Resistenz

[21] ISCC ‘16
[22] Middleware “7 I'l
[23] INSM 19
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7ukunft bei KIT/IT-Sec AT
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= Vernetzung nimmt zu und kulturelle Praktiken andern sich rasant

= Wir wollen

Die Sicherheit von Netzen und vernetzten Geraten erhohen

Systeme dezentralisieren und Komponenten isolieren

Die Privatsphdre schiitzen helfen und Beeintrachtigungen verhindern
Benutzer-Intentionen verstehen, Hilfen anbieten, Missbrauch unterbinden
Privacy messbar machen, Systematik fur Analyse und Entwicklung anbieten

04.02.2020 I'l
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