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Statistical Disclosure Control ﬂ(".

Karlsruhe Institute of Technology

= Statistical disclosure control (SDC) is the field that protects statistical databases
so that they can be released without revealing confidential information that can
be linked to specific individuals among those to which the data correspond

= Seek to provide useful statistical information while guaranteeing respondent
privacy is not compromised
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= Three formats : . i :
= Tabular
= Queryable
= Microdata [
" Techniques
= Syntactic SDC
= Semantic SDC ol & [o
Tk
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SDC vs PPDM vs PIR AN({]]
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- alms to provide respondent privacy
= Privacy-preserving data mining ( ) seeks database owner privacy

= Private information retrieval (PIR) aims for user/analyst privacy

nde p ol, J. Domingo-Ferrer, L. Franconi, S. Giessing, E. Schulte Nordholt, K. Spicer and P.-P. de Wolf (2012) Statistical Disclosure
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SDC applications

= Areas of application of SDC techniques include:

= US Census Bureau

= HIPAA in the U.S. and similar rules in other western countries
= Increasing push towards medical data exchange (genomics, biosignals, ...)

= Secondary purpose is restricted
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Database formats ﬂ(".
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= Tabular data

= publish iInformation without disclosing confidential
iInformation on specific individuals

= Queryable databases

- obtained by an analyst should not reveal information at
the individual level
= Microdata
- SO as to keep the analytical usefulness of the

data, while avoid respondent linkage
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Tabular data protection ﬂ(".
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= Tabular data

- Sum of a particular response across a subset of
respondents. E.g., turnover of all businesses of a particular industry within a
region

" Number of respondents satisfying certain criteria. E.g.,

number of respondents in a city who suffer from a given condition



Disclosure attacks on tabular data

= External attack

frequency
table

magnitude
table

= Internal attack

Job_ix Town_j Job_j x Town_j

1 36

Job_ix Town_j Job_j x Town_j

18 347€ 45 000€

= Having two respondents is not enough
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Disclosure attacks on tabular data

= Dominance attack

frequency
table

magnitude
table

Job_ix Town_j

4
Job_i x Town_j

36 470€

—
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18 347€

15 996€
22 123 €
89 415€
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k-Anonymity and Disclosure Attacks on Microdata ﬂ(IT
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Identifying o - - .
Attribute Quasi-identifier Sensitive attribute
Name DOB Gender Zipcode Disease
Andre 1/21/76 Female 53715 Heart Disease
Beth /[ 4/13/86 Female 53715 ] Hepatitis
rol 2/28/76 Male 53703 Brochitis
a tup|e ] Dan 1/21/76 Male 53703 Broken Arm
Ellen 4/13/86 Female 53806 Flu
Eric 2/28/76 Female 53806 Hang Nail

B The information for each respondent contained in the released data
set cannot be distinguished from at least k — 1 individuals

B Each tuple of quasi-identifier values in the released table must appear
in at least k records

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing I'
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date of birth Karlsruhe Institute of Technology

121/76 53715

original table

k-Anonymity

10

DOB Gender Zipcode Disease
* Female 5371* Heart Disease
* Female 5371* Hepatitis
2-anonymous ¥ Male B370* Brochitis
table Male 5370* Broken Arm
* Female 538** Flu
* Female 538** Hang Nail

Technologies - Metrics -
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Limitations of k-anonymity ﬂ(".
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= Original microdata = 3-anonymous table
QID SA QID SA
) Zipcode Age Sex Disease Age Se Disease
Alice ; = '
> 47676 27 F _2 Ovarian Cancer 2% * Ovarian Cancer
47602 22 F Ovarian Cancer 2% * Ovarian Cancer
47678 27 M Ovarian Cancer 2* Ovarian Cancer
Naroto e ‘
_— ‘: 47905 43 M > Heart disease 2790* [43’52] \ Heart disease
47909 52 F Cancer < 4790* | [43,52] * Cancer
47906 47 M Cancer 790%* [43,52] = Cancer
———

= Suppose that the adversary knows Alice’s combination of quasi-identifier attributes is (47676, 27, F). The
attacker does not know which of the first 3 records corresponds to Alice’s record, but learns her health
condition is cancer

= Homogeneity attack

B Suppose that the adversary knows Naroto’s combination of quasi-identifier attributes is (47905, 47, M). The attacker
learns the last record is probably Naroto’s as Japanese people have low incidence of heart attacks
® Background knowledge attack

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing I'
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Limitations of k-anonymity ﬂ(".
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= |t prevents identity disclosure

= The attacker cannot find out which record corresponds to a given respondent

= however, from the previous examples, it is prone to homogeneity and background-knowledge attacks
- no privacy at all

= But not (sensitive or confidential) attribute disclosure
= The adversary cannot tell that a given person has a certain sensitive attribute

= Assumes which information is available for linkage or which not

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing I'
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p-Sensitive, k-anonymity

3-sensitive, 6-anonymous table

-=g'
C 787XX Flu

AT
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aucas

Caucas | 787XX | Shingles

Caucas | 787X>( |Acnhe

Caucas | 787XX Flu

Caucas | 787XX\ | Acne || Aim-ed to p.rotect against confidential

S p— attrll-oute 'dlsclosure |
'me i F|l-J B The |.d-ea is to have at least p dlffgrent

sensitive values of the confidential

Asia/ArAm | 78X XX/ | Flu attribute within each k-anonymous class

Asian/AfrAm 78X X! Ache

Asian/ArAm | 78X X3( | Shingles

Asian/AfrAm 78X XX Ache

Asian/AfrAm 78X XX l |:|u
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Limitations of p-sensitive, k-anonymity AT

= Prone to skewness attacks

Alice

14

089**
089**
089**
089**
089**
283%*
283%**
283**
283%*
283%**

Karlsruhe Institute of Technology

<30 N 209
60% 0%

<30 Y

<30 N — 0%

<30 N . 30%

<30 Y
[30-40] N
[30-40] N
[30-40] Y
[30-40] N Alice’s group population
[30-40] N
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[-Diversity ﬂ(".
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= The idea is that the sensitive attributes are “diverse” within each k-
anonymous group

" Each equivalence class has at least [ well-represented sensitive values

= Different meanings of “well-represented” values, in addition to distinct [-
diversity

" Entropy [-diversity. The entropy of the distribution of sensitive values in each
equivalence class is at least log [

H(Z|X = x) ZPZ|X z|x) long|X( z|lx) > logl forall class x

KASTEL
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Limitations of [-diversity

= Still vulnerable to skewness attacks

= And similarity attacks...

3-diverse, 3-anonymous table

QID SA
Zipcode Age Sex Disease
476** 2% * Lung Cancer
476** 2% * Prostate Cancer
476%** 2% Bladder Cancer
4790%* [43,52] * Heart disease
4790* | [43,52] * Flu
4790* | [43,52] * Diabetes

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing
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t-Closeness

/ overall distribution

N

Caucas | 7187XX Flu ® The idea is that the distribution of
Caucas | 787XX Shingles confidential attributes given perturbed key

attributes observed must be close to the
Caucas | 787XX Acne entire distribution of the confidential
Caucas | 787XX Flu attribute
Caucas |787XX | | Acne I\ |d(1;Z|X \(Z\fﬁ) pz(2))] <t
Caucas 787XX Flu confidential ~ group or equivalence class
Asian/AfrAm 78XXX //Flu
Asian/AfrAm 78X XX Flu v 50% 50% 50%
Asian/AfrAm 78X XX Acne 33% 33% 33%

. . 16,6% 16,6% 6%
asian/Afram | 78X XX ||| Shingles ’ ’ 16.6%
Asian/AfrAm 78XXX Acne
Asian/AfrAm 78XXX I‘_‘IU flu acne  shingles flu acne  shingles flu acne  shingles

\ A distribution of group 1 distribution of group 2 overall distribution

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing
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But how!?

Mechanisms to enforce data similarity (syntactic privacy notions)

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing
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Queryable databases protection ﬂ(".
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= Query perturbation
= Deterministically correct answers
= |[nput vs output perturbation

= Query restriction
m and are needed
= Refuse to answer to sensitivity gueries

= Camouflage
- but are okay
= Small interval answers of each confidential value

KKKKKK



Brief overview of methods for tabular data ﬂ(".
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* Non-perturbative
= Do not perturb or modify the values in the tables, but may eliminate or
suppress them. Example include cell suppression through sensitive rules
= Perturbative

= Qutput a table with some modified values. Examples include controlled
rounding and controlled tabular adjustment

-mm -mm

Cityl Cityl

City2 5 12 17 City2 5 10 20
City3 12 0 12 City3 10 0 10
Total 19 19 38 Total 15 20 40

rounding base 5

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing I'
Technologies - Database Anonymization - KASTEL
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Microdata protection

= Microdata are matrices of respondents per attributes
= Numerical (e.g., weight, salary) or categorical (e.g., gender, job)

Identifiers

Confidential

Key Attributes . . e

High

[ |
Height Weight Cholesterol

5°4” | 158 Y

5’37 | 162 Y

Luis Melo

5°6” | 161 Y

Anna Frank

5’87 | 157 N

|
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Microdata protection ﬂ(".
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= |dentifiers are removed, obviously

= Qls can be used to but they possess high
= Therefore anonymization algorithms Key Atributes “pt =
= privacy-utility trade-off Height Weight ., ME"

5°4” | 158 Y

5’3 | 162 Y

5°6” | 161 Y

5’87 | 157 N

|
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Methods for microdata protection
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- methods: generate a modified version of the original data

n : modify data

= Noise addition, microaggregation, rank swapping, microdata rounding, and resampling
: . do not modify the data but rather produce partial suppressions or

reductions of detail in the original dataset
= Sampling, global recoding, top and bottom coding, and local suppression

- methods: generate synthetic or artificial data with

KASTEL



Perturbation: Microaggregation

= Mask by grouping and replacement by “mean” value

Aggregated

Records

|

Perturbed Key Confidential

Attri?utes Attributes
{Height Weight\ ChoT(E?erol
57160 | v
5’5 | 160 Y
5’5 | 160 Y __________
6’0 | 155 N

|
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Perturbation: Microaggregation (ctd.) ﬂ(".
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" The optimal k-partition is the one maximizing the

* The higher the within-group homogeneity, the lower the information loss

= A typical criterion to measure homogeneity in clustering is the
(SSE) & Data Sample

(X1;X2)

SSE — E E XU X X-‘J X,‘) . . centroid

=1 j=1

centroid




Perturbation: Data swapping ﬂ(".
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" The idea is to transform a database by values of
among individual records

" Information less is not reduced but may refrain participants to contribute
their data

Variable Original data After perturbing the data

ID Gender Region Education Gender Region Education
1 female rural higher female rural higher

2 female rural higher female rural lower

3 male rural lower male rural lower

= male rural lower female rural lower

5 female urban lower male urban higher

6 female urban lower female urban lower

KASTEL



Perturbative masking — Noise addition

. noise addition
= Neither variances nor correlations are preserved

= noise addition
= Means and correlations can be preserved

= Noise addition and transformation
= Noise addition and transformation

AT
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Perturbation: Differential privacy for microdata ﬂ(".
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= Non-interactive scenario. Microdata available for any use without
restrictions (publish tables of microdata with DP guarantees)

We'll go there later, just briefly:
= DP mechanisms are tied to depend on their

: approach to generate DP microdata with the identity function

= Collection of responses to the query “
fori=1,..,n7?"

= L1-sensitivity of the identity function?

KKKKKK



Non-Perturbative Masking: Sampling ﬂ(".
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= Publish random sample of the original set of records
" Correlation determines which properties are retained (uncorrelated: none)
= Continuous numerical data need further protection

12 67
34 4
51 3 34 4
652 67 652 67
12 83 54 8
45 2

released
54 8
16 7
original
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Non-Perturbative: Generalization/Coarsening ﬂ(".

= Reduce detail of information

Karlsruhe Institute of Technology

= Remove least-significant parts, preserve significant, but general information

A:D DD D)D

n
172.169.2.132 gk 172.169.0.0
R
172.169.3.157 ok 172.169.0.0
-
145.42.124.31 === Q& 145.42.0.0
5
172.169.3.131 M 172.169.0.0

n
145.42.19.31 ph 145.42.00
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Non-perturbative Masking: Global recoding ﬂ(".
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= Combine several categories of a categorical attribute or construct intervals
for continuous variables

= Reduction of the level of detail and potentially the disclosure risk

Do
o5

ccccccc

Source: Wikipédia, Google Maps
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Non-perturbative Masking: Local suppression ﬂ(".

u certain values of individual attributes so as to

= Oriented to

sharing a combination of key-attribute values

North
South
South
South-West
East
South-West
South

East

attributes

[20-30]
[30-40]
[20-30]
[20-30]
[30-40]
[30-40]
[50-60]
[20-30]

* %k X%

South
South
South-West
East
South-West
South

East

[20-30]
[30-40]
[20-30]
[20-30]
[30-40]
[30-40]
[50-60]
[20-30]
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Intermediate Summary of Masking

= Attempt to adapt microdata to achieve privacy notion

" (Recall k-anonymity, ...

= Potentially quite complex optimization problem with many degrees of

QID SA
. Zipcode Age Sex Disease
Alice .
47676 27 F Ovarian Cancer
47602 22 F Ovarian Cancer
47678 27 M Ovarian Cancer
Naroto 7_@
4: 47905 43 M > Heart disease
47909 52 F Cancer
47906 47 M Cancer

38
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QID SA

Zipcode l—Age | Sex Disease
476** 2%* * Ovarian Cancer
476** 2%* * Ovarian Cancer
-l 2% Ovarian Cancer
790%* [43,52] Heart disease

< 4790%* [43,52] * Cancer

790%* [43,52] = Cancer

I
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Synthetic microdata generation ﬂ(".
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= Synthetic methods: generate synthetic or artificial data with similar
statistical properties

Parra-Arnau, Arias-Cabarcos, Strufe: Privacy-Enhancing I'l
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Synthetic microdata generation ﬂ(".
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= Extract chosen, preserved statistics from microdata (probabilities,
distributions, ML models)

= Randomly generate data (sampling, transformation)

" Pros:

" Possibility to generate “unlimited” data sets

" seem to address the reidentification problem, as data are “synthetic”
= Cons:

= Published synthetic records can match an individual’s data, if model is not private
= Data utility limited to the statistics captured by the model

KASTEL



summary ﬂ(".
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= Tabular, queryable and microdata formats

= SDC aims to protect individuals privacy while providing useful statistical
information

= A common classification for mechanisms is perturbative and non-
perturbative

= Perturbative mechanisms modify the data, while non-perturbative mechanisms
produce partial suppressions or reductions of detail of the data

= Generation of synthetic data (not usually private)
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