
P.E.Ts: Trajectory privacy
Patricia Guerra-Balboa

July 11, 2022



Overview

1. Motivation

2. Privacy Notions in Trajectory Data

3. Mechanism Achieving Differential Privacy

4. Mechanisms Analysis

5. Conclusions and Future Research

1



Motivation



Motivation
Why do we Need to Anonymize Trajectory Data?
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Motivation
Data Privacy

Privacy frameworks
Cryptography SDC

secure message delivery information sharing with privacy
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Model
Modeling Trajectories

Trajectories and Data Sets
Raw Trajectories Semantic Trajectories

T = (x1, y1, t1) → · · · → (xn, yn, tn) Adds semantic meaning
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Privacy Notions in Trajectory Data

Syntactic Notions Semantic Notions

k-anonymity, l-diversity, t-closeness ϵ-differential privacy

■ (k, δ)-anonymity

■ km-anonymity
■ . . .

event-level user-level

w-event privacy ℓ-trajectory privacy

element-level
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k-anonymity, l-diversity and t-closeness
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Privacy Notions in Trajectory Data
k-anonymity, l-diversity and t-closeness

Privacy notion RL AL TL GL PA
k-anonymity ✓

l-diversity ✓ ✓
t-closeness ✓ ✓ ✓ ✓

Table 1: RL = Record linkage, AL = Attribute linkage, TL = Table linkage, GL = Group linkage, PA = Probabilistic attack
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Privacy Notions in Trajectory Data
Syntactic Techniques

Figure 1: The main three techniques in syntactic anonymization
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Privacy Notions in Trajectory Data
Syntactic Techniques Deficiencies: Suppression

▶ Drastic reduction of database
▶ Dangerous when used by itself

Figure 2: Suppression
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Privacy Notions in Trajectory Data
Syntactic Techniques Deficiencies: Generalization

▶ Not generalizing all dimensions
▶ Inappropriate regions definition
▶ Background knowledge attacks
▶ Drastic reduction of precision
▶ Dangerous when used by itself Figure 3: Generalization
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Privacy Notions in Trajectory Data
Syntactic Techniques Deficiencies: Masking

▶ Unpredictable biases
▶ Impossible

trajectories

Figure 4: Dummy
generation

Figure 5: Noise
addition

Figure 6:
Condensation
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Privacy Notions in Trajectory Data

ϵ-Differential Privacy

A randomized algorithm M is said to be
ϵ-differentially private if for all neighboring
databases D,D′ and all S ⊆ Range(M),

P{M(D) ∈ S} ≤ eϵ P{M(D′) ∈ S}.
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Differential Privacy

Privacy Loss (by observing r)

Lr
M(D)||M(D′) = ln

(
P(M(D) = r)
P(M(D′) = r)

)

18



Privacy Notions in Trajectory Data
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Privacy Notions in Trajectory Data
Event-level

S : t1 t2 . . . tm
(u1, p1

1) (u1, p1
2) . . . (u1, p1
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Privacy Notions in Trajectory Data
Event-level

Event-neighborhood

Two finite streams S and S′ of symbols drawn from the discrete universe X are called
event-neighbors, if and only if there exists a, b ∈ X such that if we change the instance of a
in S to b we get S′.

21



Privacy Notions in Trajectory Data
Event-level
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Privacy Notions in Trajectory Data
Location-Based Notions

Figure 7: Geo-indistinguishability: P{M(x) ∈ S} ≤ eϵd(x,x′) · P{M(x′) ∈ S}
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Privacy Notions in Trajectory Data
Location-Based Notions
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Privacy Notions in Trajectory Data
w-event privacy

w-event neighborhood

Let w ∈ Z+. Dt = {S1, . . . , St} and D′
t = {S′

1, . . . , S′
t} are w-neighboring, if, for all i ≤ t, Si

and S′
i are either equal or we obtain one from the other by changing an entry of Si, and all

i, j corresponding to the latter case verify that |i − j| < w.
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Privacy Notions in Trajectory Data
w-event privacy
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Privacy Notions in Trajectory Data
ℓ-trajectory privacy
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Privacy Notions in Trajectory Data
Element-level
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Privacy Notions in Trajectory Data
Element-level

29



Privacy Notions in Trajectory data

Type of privacy Difference between neighboring databases
User-level A user’s whole trajectory

Event-level A spatio-temporal point visited by a user (an event)
w-event A window of events over w consecutive timesteps

ℓ-trajectory A sequence of ℓ consecutive spatio-temporal points from a
single user

Element-level A user’s set of points belonging to the same unique cluster(*)

Table 2: Granularity notions and their concept of neighborhood.(*)unbounded notion
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