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Figure 8: Static context

Figure 9: Dynamic or streaming
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Algorithms Achieving Differential Privacy

The ¢;-sensitivity of a function f: NI*¥I — R7 is:

A(f) = max (D) = F(D)]
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Algorithms Achieving Differential Privacy

T
Laplace Mechanism

Given any function f: NI*¥l — R” the Laplace mechanism is defined as:
ML(D,f(-),€) = f(D) + (V1,...,Vn)
where Y; arei.i.d. random variables drawn from Lap(%).
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Algorithms Achieving Differential Privacy

T
Exponential Mechanism

T e,

u: N¥ xR-— RJ Score function
Abstract range
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A(u):= ma u(D,r) —u(D',r
AW =m0~ u(d )l

&

Mg(D, u, R) selects and outputs an element r € R with probability proportional to

exp(%‘iA(%E’}). 2u
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Mechanism Achieving Differential Privacy T
Static Context S
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Mechanism Achieving Differential Privacy T
Static Context S
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Mechanism Achieving Differential Privacy S

Given a sequence of random variables X1, X3, X3, . . .. We say that they follow a Markov
process of order [ iff probability of moving to the next state depends only on the [ previous
states:

Pr(Xop1 =X | X1 = x1,Xa = X2, .. ., Xn = Xn) = Pr(Xn1 = X | Xo—t = Xn—ty - - -, Xn = Xn)

E
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Mechanism Achieving Differential Privacy

aar

Synthetic Data
Mechanisms _ DPT DP-STAR
Time variable X X
Prefix tree v X
Neighboring B B
databases Dy =D, U{PT} D, =D, U{T}
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. . exponential
mechanism mechanism .
mechanism
Sensitivity Normalization by Normalization by
bound #transitions in PT IT|
Markov process order! < k order1
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Mechanism Achieving Differential Privacy

aar

Synthetic Data
Mechanisms n-grams DPT
Time variable X X
Prefix tree v v
Neighboring B B
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Mechanism Achieving Differential Privacy T
Synthetic Data

DP-Star Side Artifacts
Y (" Pre-Processing \
— Normalized
[ i Point Identifi ! } 1R Dataset
Input
Dataset Parameter Configuration
\ +
* - Grid
/ Core Components \ - ftxctme #
,

Trip ;
_47 Distribution | L‘ 1]

" -

J

A

Adaptive Grid Construction

2

Trip Distribution Extraction  |”
-
J

Mobility Model Construction ez

(
(
(
(

Route Length Estimation }\ Probabilities [ .«

40



Mechanism Achieving Differential Privacy
Synthetic Data

(a) Original distribution (b) DPT (c) ngram (d) DP-Star

T ={(l,...,l,) where each [jis a location
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Mechanisms Analysis
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Mechanisms Analysis
Privacy Analysis
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Mechanisms Analysis -
Limitations on Differential Privacy
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Mechanisms Analysis
Limitations on Differential Privacy
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Mechanisms Analysis
Limitations on Differential Privacy

(a) Strong adversary (z2 = 0)
p(TI(El :O,mz =0 . (7“11 = 1,272 :0)

i : ‘
-2 0 2 4 6

(b) Strong adversary (z2 = 1)
p(rlzr =0,z2 =1 p(rlzy =1,z2 = 1)

- - ——r
-2 0 2 4 6
(c) Weak adversary (z2 unknown) & independent data
p(rlzr =0 (rlz1 = 1)
I L L 1 T
-2 0 2 4 6
d) Weak adversary (z2 unknown) & positively correlated data
(
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-2 0 2 4 6"

47



Mechanisms Analysis

ar
Classification of Utility Metrics

> Total preservation of data
> Location preservation, number of suppressed points, ...
> Close preservation of data
> Use of similarity measures, preservation range query, discernability...
> Preservation of semantic information
> Most visited places, frequent sequential patterns, trajectory length preservation...

» Query error distortion function:
lq(D) —q(D’)]
max{q(D), b}

error(q) =

> Assurance of realism
> Reachability, geo-spatial consistency... 48
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Mechanisms Analysis

Similarity Measures

T

Euclidean | Hausdorff
distance | &Fréchet DL A | KEss ) [
Can compare
different lengths X 4 4 4 4 4
Considers time &
allows for local time X X v v v v
shifting
Is robust to noise X X X X v v
Is a metric e v X v X X

Table 3: DTW: Dynamic time warping, TWED: Time warping edit distance, LCSS: Longest common
subsequence, EDR: Edit distance on real sequences



Mechanisms Analysis
Euclidean distance

Zd((xi,x;), i ¥)?
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Mechanisms Analysis s
Hausdorff & Fréchet distances S

v mazx(min(d(pg.pp))

PhELY Pa€lq

X mgfﬂ(g:;ﬁ( d(pg.pp))
X
v

52



Mechanisms Analysis s
Dynamic time warping (DTW) & variations

DTW | TWED
Can compare
different lengths 4 4
Euclidean

Considers time &

allows for local time v v
shifting

Is robust to noise X X
Is a metric X v

TWED: Time warping edit distance



Mechanisms Analysis
Longest common subsequence (LCSS)
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Mechanisms Analysis s
Edit distance on real sequences (EDR) S

x
4

55



Mechanisms Analysis s
Similarity Measures Divisions SN

DTW, LCSS, EDR...
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Mechanisms Analysis s
Limitations on Utility S8

Inherent properties
of trajectory data Problems of current proposals
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