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Threats!!

11.05.2021

ÁData loss
ÁData accessibleto unintendedparties

ÁManipulation andforgery
ÁTampered, spoofeddata
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ClassicalSecurity Goals andAdversaries

ÁConfidentiality
ÁData transmitted or stored should only be revealed to the intended audience

ÁIntegrity
ÁModificationof dataisdetected(identify source, first!)

ÁAvailability
ÁServices shouldfunctioncorrectlyupon request
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Now, whataboutPrivacy?
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αthe claimof individualsΧ to determinefor themselveswhen, how, andwhat
extentof informationabout themiscommunicatedto othersΦά

-- Alan Westin(1967)
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Notionsof Privacy: Rightto be let alone
Á{ŀƳǳŜƭ ²ŀǊǊŜƴΣ [ƻǳƛǎ .ǊŀƴŘŜƛǎΥ άThe Rightto PrivacyέΣ IŀǊǾŀǊŘ [ŀǿ wŜǾƛŜǿΣ ±ƻƭΦ L±Σ bƻΦ рΣ мрth December 1890

ÁReason:άǎƴŀǇǎƘƻǘ ǇƘƻǘƻƎǊŀǇƘȅέ(recent innovation at that time)
Áallowed newspapers to publish photographs of individuals without obtaining their consent.

Áprivate individuals were being continually injured

ÁǘƘƛǎ ǇǊŀŎǘƛŎŜ ǿŜŀƪŜƴŜŘ ǘƘŜ άƳƻǊŀƭ ǎǘŀƴŘŀǊŘǎ ƻŦ ǎƻŎƛŜǘȅ ŀǎ ŀ ǿƘƻƭŜέ

ÁConsideration:
Ábasic principle of common law: individual shall have full protection in person and in property

Áάƛǘ Ƙŀǎ ōŜŜƴ ŦƻǳƴŘ ƴŜŎŜǎǎŀǊȅ ŦǊƻƳ ǘƛƳŜ ǘƻ ǘƛƳŜ ǘƻ ŘŜŦƛƴŜ ŀƴŜǿ ǘƘŜ ŜȄŀŎǘ ƴŀǘǳǊŜ ŀƴŘ ŜȄǘŜƴǘ ƻŦ ǎǳŎƘ ǇǊƻǘŜŎǘƛƻƴέ

ÁάtƻƭƛǘƛŎŀƭΣ ǎƻŎƛŀƭΣ ŀƴŘ ŜŎƻƴƻƳƛŎ ŎƘŀƴƎŜǎ Ŝƴǘŀƛƭ ǘƘŜ ǊŜŎƻƎƴƛǘƛƻƴ ƻŦ ƴŜǿ ǊƛƎƘǘǎέ

ÁConclusion:
Áάright to be let aloneέ
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Notionsof Privacy: ContextualIntegrity

ÁHelen Nissenbaum: Privacy as Contextual Integrity, 2004

ÁIdea that data is shared with specific mind set in specific context

ÁTwo types of violation of expected privacy:
Áviolation of Appropriateness of Revelation
ÁǘƘŜ ŎƻƴǘŜȄǘ αŘŜŦƛƴŜǎά ƛŦ ǊŜǾŜŀƭƛƴƎ ŀ ƎƛǾŜƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǇǇǊƻǇǊƛŀǘŜ
Áviolation:ƛƴŦƻǊƳŀǘƛƻƴ ŘƛǎŎƭƻǎŜŘ ƛƴ ƻƴŜ ŎƻƴǘŜȄǘ όŜǾŜƴ άǇǳōƭƛŎέύ Ƴŀȅ ƴƻǘ ōŜ ŀǇǇǊƻǇǊƛŀǘŜ ƛƴ 

another (A person participating in a gay pride vs. the same participating in a governmental press 
conference)

Áviolation of Distribution
ÁǘƘŜ ŎƻƴǘŜȄǘ αŘŜŦƛƴŜǎά  ǿƘƛŎƘ ƛƴŦƻǊƳŀǘƛƻƴ Ŧƭƻǿǎ ŀǊŜ ŀǇǇǊƻǇǊƛŀǘŜ
Áviolation: inappropriate information flows between spheres, or contexts; information disclosed 
ƛƴ ƻƴŜ ŎƻƴǘŜȄǘ ǳǎŜŘ ƛƴ ŀƴƻǘƘŜǊ όŜǾŜƴ ƛŦ ŦƛǊǎǘ ŎƻƴǘŜȄǘ ƛǎ άǇǳōƭƛŎέύ
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Notions: InformationalSelf-Determination

ÁEuropean Law based on ideas from the 
age of enlightenment:
Áfreedom of choice and freedom to reinvent 

oneself
Áany citizen should be their own sovereign

ÁService must not coerce disclosure

ÁPublishing/sharing free choice of citizen

ÁImportant underlying idea: the sovereign 
(self-determined) citizen controls 
collection, use, and can effectively 
retract even previously openly published 
data, upon change of mind

ÁBased on principles of processing:
Ácollect and process personal data fairly and 

lawfully
Ápurpose binding

Ákeep it only for one or more specified, explicit 
and lawful purposes

Áuse and disclose it only in ways compatible with 
these purposes

Ádata minimization
Áadequate, relevant and not excessive wrt. the 

purpose
Áretained no longer than necessary

Átransparency
Áinform who collects which data for which 

purposes
Áinform how the data is processed, stored, 

forwarded etc.
Áuser rights

Áaccess to the data, correction, deletion
Ákeep the data safe and secure
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Andwhatdoesthismean?
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Cultural Practices throughoutthousandsof yearsΧ
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Access:
Type

andscope

Access: Type, Scope, andTrust
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1: personal, unidentified
2: local, decentralizied
3: Peer, family, clan



1: Central, uniqueglobal loginservices
2: Global accessover Internet
оΥ ¢Ǌǳǎǘ ƛƴ Χ όLύ{tΚ

Access: Type, Scope, andTrust Today
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wŜŎŜƴǘ !ƴŜŎŘƻǘŜǎ ŦǊƻƳ ǘƘŜ ¢ǊŜƴŎƘŜǎΧ

Thorsten Strufe: Datenschutz und Privacy (MINT EC)15



Case Study: Corona Warn-Apps
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SurprisinglyDifficultςCorona Warn Apps

ÁEncounters of peopleat <2m 
distanceleadsto exposurerisk

ÁInform about risk in caseof positive 
tests, to break infectionchain

ÁPast: Askwho youmet and call

ÁNow: Cellphonestrack encounters!
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Corona Warn Apps ςOverview

ÁFunctionality:
ÁEncounter logging

ÁInfectionreporting1: Test positive report (verified)

Á(implicit) matchencounterswith non-infectedindividuals

ÁInfectionreporting2 (risknotification): Inform potentiallyinfectedindivual

ÁNecessarydata:
Á(Co-)locations

Á(infectionriskfactor)

ÁInfection(verified)
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Corona Warn Apps ςPrivacy Risks/CovidNotions

ÁLocation(@time) of individuals
(Beach, not the lecture)
ÁPotentiallylinkable-> tracking

ÁSocialnetwork of individuals
(Who meetsand mingles)

ÁStigmatization
ÁInfectionof an individual

ÁFrequencies/ fractionsof infectionsin 
populations

ÁArchitecturalRoles
ÁUsers (phones)

ÁServers (yes, there arealwaysservers)

ÁConclusionsabout
ÁColocatedothers/3rd parties?

ÁInfected/non-infectedindividuals?

ÁModel asIndistinguishabilitygame

Thorsten Strufe: Datenschutz und Privacy (MINT EC)
YǳƘƴ Ψнл CovidNotions
(https://arxiv.org/pdf/2004.07723.pdf)20



So whereagainis the Difference?

ÁAlternative narratives:
ÁTrustedauthorities, untrustedothers

ÁTrustedusers, untrustedcentralparty

ÁRecall functions:
1. Encounter logging

2. Infectionreporting1 (positive test)

3. Contact matching

4. Infectionreporting2 (risk
notification)

ÁIn what follows: The European 
όαtǊƛǾŀŎȅ Preservingάύ perspective

1. BLE broadcastshortlived
pseudonym
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InfectionwŜǇƻǊǘƛƴƎ όαCentralizedάκάDecentralizedάύ

αCentralizedά

ÁInfectionreporting1:

ÁInfectionreporting2:

αDecentralizedά

ÁInfectionreporting1:

ÁMatchingand infectionreporting2:

Thorsten Strufe: Datenschutz und Privacy (MINT EC)

αtǎŜǳŘƻƴȅƳǎ that havebeen
colocatedwith an infectedindividual 
are: RPIa, RPIb, RPIcΣΧά

αHassomeonereported
colocationwithwtLΣΦΦΦΚά

αyes|noά

αL ŀƳ infected, mypseudonymsare: 
RPIa, RPIb, RPIcΣΧά

α¢Ŝƭƭ meǿƘƻΨǎinfectedά

αRPIa, RPIb, RPIcΣΧά

Secure hybrid approaches
report colocatedRPIs (1) and 
distribute the serviceprovider
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D!9b όαdecentralizedάύ

ÁExposureNotificationAPIin 
iOS/Android
ÁBasedon [CTA20]/DP3T-άǎƛƳǇƭŜά

ÁEncounter Logging:
ÁPhone createsdailypseudonym: teki

ÁDerivesαkeyάΥ RPIKi = H( teki,<stuff>)

ÁDerives/publisheslinkableαtransaction
pseudonymsά όwith rollingMAC):

RPIi,j=AES(RPIKi, <stuff>|time slot)

ÁInfection Reporting (1):
ÁRenameαtekά toαdiagnosiskeysά ŀƴŘ 

uploadto servers(with times)

ÁInfection Reporting (2):
Á5ƻǿƴƭƻŀŘ ŀƭƭ αdiagnosiskeysά

ÁDeriveall RPIi,j and check for local
coincidence, raisealarm
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GAEN: Critical Assessment

ÁWhatdataiscollectedand 
processed?
ÁPersonallyidentifiable, linkable, 

health-relatedinformation

ÁWhat isdisclosedto whom?
ÁPseudonyms of infectedindividuals, 

linkablethroughout24h, to the public

ÁHowdifficult is re-identification?
ÁTrivial, Apps, Web pageshaveexisted

beforeTelekom/SAP got contract:
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Mandatory DPIA (slightly paraphrased):
άLŦ ŀƴȅōƻŘȅ ǿŜǊŜ ǘƻ ŘŜǾƛŀǘŜ ŦǊƻƳ ǘƘŜ ǇǊƻǘƻŎƻƭ 
ǘƘŀǘ ǿƻǳƭŘ ōŜ ŀ ŎǊƛƳŜΦ /ŀƴΩǘ Řƻ ŀƴȅǘƘƛƴƎ ŀƎŀƛƴǎǘ 
ŎǊƛƳŜΣ ƳƛƎƘǘ ŀǎ ǿŜƭƭ ƛƎƴƻǊŜ ǘƘŀǘ ǇǊƻōƭŜƳΦέ
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GAEN: Critical Assessment

ÁWhatdataiscollectedand 
processed?
ÁPersonallyidentifiable, linkable, 

health-relatedinformation

ÁWhat isdisclosedto whom?
ÁPseudonyms of infectedindividuals, 

linkablethroughout24h, to the public

ÁHowdifficult is re-identification?
ÁTrivial, Apps, Web pageshaveexisted

beforeTelekom/SAP got contract:

ÁAre thesedisclosuresunavoidable?
Áα!ƴȅ proximitytracingsystemthat

notifiesusersthat theyareat 
riskenablesa motivatedattackerto
identify the infectedpeopleά ώмϐ
ÁNot quite, and by far not that easilyΧ

ÁForfurther vividexamplesof
corporate/academiccampaigning, 
visit: 
https://en.wikipedia.org/wiki/Exposure_Notification

Thorsten Strufe: Datenschutz und Privacy (MINT EC)
[1] DP3T - Privacy and Security Attacks 
on Digital Proximity Tracing Systems26



Case Study: Ovulation Tracker App
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Onceupon a time last monthΧ

ÁCase study: Ovulation tracker
ÁNecessaryfunctionality:
ÁRecordsomeregularobservationson ǳǎŜǊΨǎbody

ÁExtractsomecomp.simple cyclicregularities

May beΧ
Take photosof somesupported productsand check infoƻƴƭƛƴŜΧ

UhmΧ
Allowfor discussionson a forum

Upload datato the cloud(???)

ÁClearly
Ápersonallyidentifiabledata

Ásensitiveevensexual preferencesand healthrelateddata..
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Never, evereverΣ αǎŜƴŘ 5ŀǘŀ to/ƘƛƴŀάΗ

ÁHelp couplesgetpregnant, so collect
ÁData aboutbodilyfunctions, intercourseΧ

ÁBut certainlynothingelseΗΚ ²ŜƭƭΧ

ÁOK, at least no more transfers, right?

ÁOk, ok, thoseǿƻƴΨǘbebad!?
ÁAttribution, retargeting, immutableIds?
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Certainlyjust badexamples!
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