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AConfidentiality
AData transmitted or stored should only be revealed to the intended audience

Alntegrity

AModification of datais detected(identify source first!)
AAvailability

A Serviceshouldfunction correctlyuponrequest

a Mallory
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Now whataboutPrivacy ﬂ(“.

cthe claimof individualsX to determinefor themselvesvhen how, andwhat
extentof informationaboutthem is communicatedo othersp &

-- AlanWestin(1967)
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A{ I YdzSt 2 I NNB Y IThdRRyjhiza RrivacyNI YIRISMIAIYNF [ | ¢ w & Decenbear 89 2 f

AReasontt & y | LJA K2 (I  L{Eceri iandvdton 3K thaf time)
A allowed newspapers to publish photographs of individuals without obtaining their consent.
A private individuals were being continually injured
AGKAE& LN OGAOS 6SIF{1SYSR GKS aY2N}¥t adlyRFENRa 2F &

A Consideration:
A basic principle of common law: individual shall have full protection in person and in property
AGAG KFra 0SSy FT2dzyR ySOSaalNBE FTNRY GAYS G2 GAYS
Adt 2t AGAOIL X a20A1 X YR SO2y2YAO OKlIy3aSa Sydal Af

A Conclusion:
A dright to be let aloné
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AHelenNissenbaumPrivacy as Contextual Integritg004
Aldea that data is shared with specific mind set in specific context

ATwo types of violation of expected privacy:

Aviolation of Appropriateness of Revelation
AGKS O2yUGSEG aRSTAYSaa AF NBOSHfAy3 | 3IAGS)
Aviolation:A Y T2 NX I 0A 2y RAAO0f2aSR AY 2yS O2yUSEG
another (A person participating in a gay pride vs. the same participating in a governmental pre
conference)

Aviolation ofDistribution
AGKS O2yGSEG oRSTAYSada GKAOK AYTF2NXIGAZ2Y 7
A violation: inappropriate information flows between spheres or contexts; information disclosed
Ay 2yS O2yGSEG dzASR Ay | y2GKSNJ oS@Sy AT T
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AEuropean Law based on ideas from the ABased on principles of processing:

age of enlightenment:

A freedom of choice and freedom to reinvent
oneself

A any citizen should be their own sovereign
AService must not coerce disclosure
APublishing/sharing free choice of citizen

Almportant underlying idea: the sovereign
(seltdetermined) citizerontrols
collection use and can effectively
retract even ﬁrevmusly openly published
data, upon change of mind

A collect and process personal ddtirly and
~lawfully
A purpose binding

A keep it only for one or more specified, explicit
and lawful purposes

A use and disclose it only in ways compatible with
these purposes

A data minimization

A adequate, relevant and not excessive. the
purpose

) A retained no longer than necessary
A transparency

A inform who collects which data for which
~ purposes

A inform how the data is processed, stored,
forwarded etc.

A user rights
A access to the data, correction, deletion
A keep the data safe and secure
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1: personalunidentified
2:local decentralizied
3: Peerfamily, clan

A

VO YO R ed
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Access: Typ&copeand

Trust Today ﬂ(“‘
\.- . arlsruhe Institute of Technology
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1: Centraluniquegloballoginservices
2. Globalhccesoverinternet
oY ¢NXzad Ay X O6LU
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Regular day
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TTHE WALL STREET JOURNAL

Amazon Scooped Up Data From
Its Own Sellers to Launch
Competing Products

assertios
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Sign in with Twitter

Sign in with Google

Sign in with Facebook

Sign In
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@ Donald J. Trump & v
@realDonaldTrump

BEST USA ECONOMY IN
HISTORY!

8:35 AM - Feb 11, 2020 - Twitter for iPhone

Trump Cuts Scheduled Federal
Pay Raise, Citing “Serious
Economic Conditions” in the
Country

Mark Zuckerberg £

Wall  Info  Boxes

Mark Zuckerberg For those wondering, | set most of my content to be
open so people could see it. | set some of my content to be more private,
but | didn't see a need to limit visibility of pics with my friends, family or
my teddy bear :)

Information

ArlasCabi s

Harvard Alum

Home Profile Friends Inbo; Jim Merithew ~ Settings  Logou

TAACTR XPIr e
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€he New ork Eimes

COVID-19 Dashboard by the Center for Systems Science and Engineering (CSSE) at Johns Ho

[

Global Cases N ockdown Is a Blunt Tool. We Have a
Sharper One.

Cases by Country/Region & Contact tracing helps people to protect themselves and their families.
/Sovereignty []

US

May 5, 2020

Brazil
India
NORTH

Russia AMERICA
South Africa
Peru
Mexico
Colombia AF RILC A
Spain
Chile

SOUTH
AMER IGA

Iran

Argentina

United Kingdom

Saudi Arabia

Bangladesh

Pakistan Southern =

People waiting in line at a newly opened Covid-19 community testing location in New
York City on Monday.

France
Esri, FAO, NOAA

Cumulative Cases »

[taly
We’ve been dealt a bad hand with the coronavirus pandemic. Until

we have a vaccine or effective treatment, we have limited tools to
o e fight it. Closing large segments of our society and having people
1 8 8 Lead by . Technical Support: and . Financial Support: ( . o S
Last Updated at (M/D/YYYY) o and . Resource support: shelter at home is a blunt tool that works, but it inflicts severe

8/25/2020, 11:28:02 AM and . Click to donate to the CSSE dashboard team, and other JHU COVID- 19 hardship on individuals and the economyv.
Research Efforts. FAQ. Read more iTiorsten-Strufe: Datenschutz und Privacyl (MIN il P ¥

Turkey

Admin0 Lancet Inf Dis Article: . Mobile Version: . Data sources: . Downloadable database:




Surprisingyifficult¢ Corona Warn Apps AN(4]]
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AEncounterof peopleat <2m
distanceleadsto exposurerisk ‘ ‘ J

Alnform aboutriskin caseof positive
tests, to breakinfectionchain

APast Askwho you met andcall ' ‘ J
S .=
'dx. ®

o

ANow: Cellphonestrack encounters 5

g
4 oM
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Corona Warn AppsOverview

AFunctionality
AEncounterlogging
Alnfectionreporting1: Test positive reportverified)
A (implicit) matchencounterswith non-infectedindividuals

Alnfectionreporting 2 (risk notification): Inform potentlallylnfected|nd|vual J

ANecessarylata: e
A(Co)locations |
A(infectionriskfactor)

A Infection (verified)
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Corona Warn AppsPrivacyRisksCovidNotions

ALocation(@time)of individuals
(Beach, nothe lecture)
A Potentiallylinkable-> tracking

ASocialnetwork of individuals
(Whomeetsand mingleg

AStigmatization
A Infectionof an individual

AFrequenciedractionsof infectionsin
populations
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AArchitecturalRoles

AUsers phones
AServersyes there are alwaysservers

AConclusionsbout
A Colocatedbthers3rd parties?
Alnfectednon-infectedindividual®

AModelasIndistinguishabilitygame
P—IND

— T~

M—IND I—-IND

— ~ |

M\I—IND R—IND I\|I|-IND
\ /
R\I—IND

Y dzK y CoHdNations Ill
(https://arxiv.org/pdf/2004.07723.pdf)
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AAlternative narratives: Aln what follows: The European
ATrustedauthorities untrustedothers 0 o t NRré&deérving perspective
ATrustedusers untrustedcentralparty

ARecalfunctions 1. BLBoroadcastshortlived
1. Encounterlogging pseudonym
2. Infectionreportingl (positivetest)
3. Contactmatching // Q]
4. Infectionreporting2 (risk %4”g7

notification) Xg
/
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4
oCentralized ¥ !’rl oDecentralized
Alnfectionreporting 1: Alnfectionreporting 1:

@ @

at a S dzRtBayhavéeen l a L irnfe¥ted my pseudonymsire:
colocatedwith an infectedindividual !1' s RPJ, RP|, RPIZ X &
are: RP, RP}, RPIZ X &

Alnfectionreporting 2: AMatchingandinfection reporting 2:
- >
% < Secure hybridpproaches % -
oHassomeoneaeported report colocatedRPIs (1) and o ¢ B16 & K 2inksitedt
colocationwithwt L X @ P PK a | elEiilsliiiciigerssiaiiec it

ORP], RPJ, RP[Z X &

ayes|noa
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AExposuréNotification APlin Alnfection Reporting (2)
IOS/Android A5 2 gy { 2 tidgnobike§st «
ABasedon [CTA20)/DP3d & A Y LJX S & ADeriveall RPJ; and checkor local

AEncounterLogging coincidenceraisealarm
A Phonecreatesdaily pseudonymtek. & (] SeroneWameipp
A Derivesokeyd RPIK = H(tek;,<stuff>) |
A Derivegpublishedinkabledransaction ~ “™™*
pseudonymé with rolling MAC): B - I

RP| =AES(RPIK, <stuff>|time slot) nottute poblong HOW THE APP WORKS
German Federal |

digital complem¢ ~ Whenever you leave the house, activate the exposure logging
It uses Bluetooth  feature - it is the heart of the App. When enabled, smartphones

A I nfeCtIOn RepOrtI ng (1) Notification APIs  exchange encrypted random IDs with other devices using

. Cchainsbyinformi  g|uetooth.

A Renamentekdto odiagnosikeyst Iy R =y tes

uploadto Servers(with ti mes) dc?j:;crzlrfacitnan e random IDs only provide information about the duration a

distance of an encounter. No one is able to identify the person

ot collect any
No one will know when, where or with whom the exposure event

users.
took place. The infected person remains anonymous. -
23 Thorsten Strufe: Dat r_ :




GAEN: Critical Assessment

AWhatdatais collectedand
processe@

APersonallydentifiable linkable
health-relatedinformation

AWhatis disclosedo whom?

APseudonymsf infectedindividuals
linkablethroughout24h,to the public

AHowdifficult is re-identification?

ATrivial, Apps, Wepageshaveexisted
before Telekom/SARot contract

AT

Karlsruhe Institute of Technology

KKKKKK



O | @ repssiohhubeomoseisaricoronasait “-@ R L @

COVID-LENS 3  Get notified when they get covid

README.md

BLE contact tracing sniffer PoC LiSt EXpOS Q CORONA DETECTIVE

How "anonymous" is the semi-decentralized BLE contact tracing proposed by Apple & Google or DP-3T?
° °

It is as anonymous as the simulated picture below - and this data is technically accessible to any 3rd party who can N ot I ﬁ C at I 0 n S e Add people m Settings m

COVID19 amongst us

install a large fleet of BLE-sniffing devices. This is because all beacons signals broadcast by infected individuals
are published to essentially all users of the system when an individual voluntarily uploads their positive infection status.

Click this button to see a list of devic
contact tracing app instal

This repository contains a Proof-of-Concept implementation of a BLE-sniffing system that could uncover this data.

Simulation

The image shows the results of a simulation where 400 BLE-sniffing devices would have been deployed in a 20x20
grid over an area of 1500x1500 m2. The movement of 300 people around the area have been (crudely) simulated as D L|St N ea rby DeVIC(
random walks.

\n"
Eatientory
k ,‘

goped

Smmni#-SAP commented on Jun 15 Member ses

Mandatory DPIA (slightly paraphrased); or if something is missing according to GDPR,
R G LT yeozRe §SNB oo, NN

~ A

GKIFI G ¢2dZ R 068

_— |
bl 0N YSE YAIKG A
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GAEN: Critical Assessment ﬂ(lT
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AWhatdatais collectedand AArethesedisclosuresinavoidabl@
processed Aa | yréximitytracing systemthat
APersonallydentifiable, linkable notifiesusersthat theyare at
health-relatedinformation riskenablesa motivatedattackerto

identify the infectedpeoplex wm 6

AWhatis disclosedo whom? ANot quite, andby far not that easilyX

APseudonymsf infectedindividuals
linkablethroughout24h,to the public

AForfurther vivid exampleof

AHow difficult is re-identification? corporate academiacampaigning

A Trivi i ViSIt
A-llg_g:‘g?é’ ‘é?ep ksé r\]/-]\//g%aégtggg r}]/tergé{:Sted https://en.wikipedia.org/wiki/Exposure_Notification

[1] DP3T Privacy and Security Attacks Ill

on Digital Proximity Tracing Systems -t
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Case Study: Ovulation Tracker App




Onceupon a time lasmmonthX

ACasestudy: Ovulationtracker

ANecessaryunctionality: ‘,
A Recordsomeregularobservationson dza Sh€dy a
A Extractsomecomp.simplecyclicregularities

May beX
Takephotosof somesupportedproductsand checknfo2 y £ A Y S X
UhmX

Allowfor discussion®n aforum
Uploaddatato the cloud(???)

.
d -

AClearly

A personallyidentifiable data ' y Y
A sensitiveevensexualpreferencesand healthrelated data.. ) ™ vstsagn
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AppsFlyer, the global owers marketers to grow
analytics solution€ Built around prwac:y by design, AppsFlyer takes a cL
partners make better bus

AOK, okthoseg 2 yb@lad?

— T T

G m @ ﬂ https://www.appsflyer.com/service ese @ ﬁ d/ Search I“\ >>

2. END USER DATA RECEIVED AND PROCESSED BY APPSFLYER

When a Customer uses the Services, the following End User information may

be

received and processed by AppsFlyer (collectively, “End User Data”).

i. “Technical Information”: this refers to technical information related to

1.

an End User’s mobile device or.comnuie heashrawser tvpe, device
and model, CPU, system language, memory, OS version, Wi-Fi
statlUs =t nd zone, device motion parameters and carrie

“Technical Identifiers”: this refers to various unique identifiers that

generally only identify a computer, device, browser or Application.jxey

example, [P address (which may also provide general location
information), User agent, IDFA (identifier for advertisers), Android ID (in
Android devices); Google Advertiser ID, Customer issued user ID and

other similar unique identifiers.

iii. “Engagement Information”: this refers to information relating to the

AAttribution, retargeting immutablelds?

29

big data analytics AppsFlyer, 04; VentureBeat, 01.

o~ i

Google CrashLytics »
,A Google Firebase Analytics »
n NAannla Tan NMananar -—
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Certainlyjustbadexamples
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